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ABSTRACT

In February TISS an APT -designed sensor module was launched into orbit and
pertormed a number of significant SDE Delia INT program experiments. Sensor
module on-orbit command and control operations involved a network of werld-
wide tacilities called the control complex. A muior component was the sensor module
command center. which was designed, instalied, and operated by APL.

This document presents an overview of conimand center system design. Particu-
Lar emphasis is given to the hardware destgn and interiace vo vorldwide assets. Per

tient deratl of the Delta 181 control complex and command center imission
operations s given to place the design in overall content.

Thecommond il :;.;ic.’. T eniova within the cotese o e Dedta 101 uns-
ston. Atfter comnletion of the Debta 181 mission, o moditied version of the com-
mand center was used 1o successtully support the Delta Star mission in March 1989,
Mission control center and network design concepts developed tor these programs
is being carried over to ongoing development ot similar applications.

i




THE (OHAS HOPKINS UNIVERSITY
APPLIED PHYSICS LABORATORY

LALHEL MARY LAND

CONTENTS

Lt O DS Ot 3
Lo OV E RV I ]
[ I 1 011 FE Y U i
F.2 0 NS00 DOsCriP IO L I
.21 Experimend Data Collection oo I
L2 2 DAt RO oV e 2
1.3 Post-launch Operations Control Complex oo 2
.31 Command and Telemetry SHes oo 2
1,32 Narrowband and Wideband Data Linksoooo 3
13 AT SN NI O R 3
1.3.4 Other Command Center Facthities oo 3
T3 4T MING0n Director Cemler .. e 2
1342 Connad Compuier COmples .o e 4
1343 Commuand Center Sandia Tink. oo 4
2. SENSOR MODULE COMMAND CENTER INSTALLATION ... 4
2.1 Command Center Operations ROOM ... N
2L O gUanIZalON e A
SR L G 1 o3 TN LT L S PP h
2.2 Command Center Equipment Room.. ... 6
3. UPLINK SUBSYSTEM DESIGN e 8
31 Command GeReralion ... e 8
3011 APLCONM OpCrallon ..ot 8
0.2 RUNSIAte oS Lo 9
3.2 Command Authentication and Vertfication ..o, 10
21 Authentication Word oo 10
32,2 Authentication Word Verification ..o e 10
3.2.3 Verification of Command EXeCUtion.........oooiiiiiiiiiiiiiniiine, 10
324 End-to-End Command Verification ... 11
3.3 Interface to the Central Computer Complex ..o, 11
320 Delta 2 Guidance Computer Command ..o, 11
332 Deltd 2 State VOCIOT oottt e e 11
333 Health Message oo 11
334 Interface and Message Form...oo..ooooi 12
34 Command Uplink Hardware Design Features. ..., 12
340 Command FOrmatter ... o 12
3420 dIe NUH M essaes o 12
343 REAUNBUNCY o 13
38 Verification of the Ground Uplink o K
TR Command Loho . e 13
3 S T O ProCess i 132
3 S Level o s 13
3R 2 L evel 14
S A Echo L UZan0n 14
3 o MO Ot e s 14




THE JCHNS WOPKINS GNIVERS T

APPLIED PHYSICS LABORATORY

LALHE L

MARY LAND

4. DOWNLINK SUBSYSTEM DESIGN o 13
41 DRoelay Compurer. e U
4.2 Telemetry Input, Decryption, and Decommutation .o 16
3201 Telemetry Processing. .o 16
$.2.2 0 Other Decommutator FUNCHONS . oot 16
4.23  Encryption Decryption Pairs oo 16
4.3 Data Log Capabilities ... i
ACKNOWLEDGMENTS o B
BIBLIOGRAPHY OF DELTA 181 PROGRAM DOCUMENTS ... . IN
APPENDIX A: Sensor Module Command and Telemetry Links............ ... 19
APPENDIX B: Telemetry and Uplink Station Contacts ... ... 21
APPENDIX C: Sensor Module Command Message Yormat ... 24
APPENDIN D: Format of Command Center Qutput to the AFSCN 0 23
ILLUSTRATIONS

I-1 Command Center INTErTaCE . ... oottt e e 2
2-1 Command center block dizgram .. ..o 3
2-2 Command center operations FOOM ... ettt 6
2-3 Command center eQUIPIMENT FOOM . .iuiiien ettt et et eeeee e 7
3-1 Uplink subsystem block diagram.......ocooiiiiiv i 8
3-2 Uplink software data flow diagram ..........coiiiiiiiii 9
3-3 Major loopback points for ground uplink test......... ... 14
4-1 Downlink subsystem biock diagram ..o 15
A-1 Uplink command flow for orbiting sensor module, Delta 2,

and 1eST OB eI Lot 19
A-2 Orbiting sensor module, test objects, and Delta 2

telemetry HnKS .o e 21
C-1 Uplink command message format......ooooii 24
D-1AFSON 4% bit frame format oo 28
D-2 Command center output to the AFSCN o 28




=

Trb JOHND S0P NS ONIV T RS Y
APPLIED PHYSICS LABORATORY

CACREL AMAaRY AN

I. OVERVIEW

LT SUMMARY

In Bebruary TORN an AP -designed sen~or module was faunched into orbin in
¢ Delta rocket to perform o nuneber of strateaic defense minanne (SDD provram
avpreriments, The principal obiecove was ine formation of a usetul database tor
Satuee SDU plannme. Nfter laupch . sensor moduale command. control, and mom-
ror operations were pertormed from a tacthny called the sensor module commund
center. The commuand center. installed ar Cape Canaveral Air Force Station, Fla,
was designed and operated by APT L This paper presents an overview of the com-

mand center design and nuisston contiguration.

The command center installation consisted o1 an operations rocm and an equip-
ment room. The operations room was statted by the sensor imodule mission oper-
atons team and contammed the conirol rerminals, data disphins, and voice
communication gear to conduct sensor module command and monitor operations.
The equipment room, located on a separate @ or in the same bulding, housed
command center computer and imtertace hardware.

Post-launch mission operations mvolved a network ot worldwide facilities called
the control compica. The command center was an integral component ot the con-
trol complex and mtertaced to it as shown in Figo -1 B should be noted that Fie,
{-1 shows only those controt compley assets that were involved with command coner

As shown in Fig. 1-1, real-time commands sent from the command center and
telemetry data returned to the command center were communicated throuan con-
trol complex assets. From a mission perspective. operation of the command center

was tghtly coupled to control comples operation. Thert e, betore we proceed
with a detailed description of command center design, detals relating to the con-
trol complex and the mission are given below | 1o place the commomd center design
in overall content. For additional background, an overvow of ~ersor module com-
mand and telemetry lnks is presented in appendi V.

1.2 MISSION DESCRIPTION

1.2.1  Experiment Data Collection

The sensor module was boosted into a 23 -inclination orbit by Delia 181, launched
from Cape Canaveral. The on-orbit spacecralt assembly included (in addition to
the sensor module) the Delta second stage (Delta 2). which provided attitude con-
trol and orbit adjustment during the mission. The sensor module pavioad included
a canister that housed reterence and experimental test objects. After orbit inser-
tion, the test objects were deployed in a controlled sequence. Instrumenis on board
the sensor module (passive intrared and ultraviolet sensors, laser rudars, and a mi-
crowave radary observed and tracked the test objects over @ range of enmvironnien-
tal backgiound conditions.

During the first ten orbits, all experiments were conducted and sensor module
mstrument science data was stored on on-board recorders. Also preparations were
male tor downdinking recorded dara, During this phase of the mission (called the
data-collection phase) the command center was very aciive in supporting real -time
command operations and monitoring sensor module pertormance.

u mtertace or operations. The entire control compley wis tar more complicated. ™
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Fig. 1-1 Sensor module command center interface.

1.2.2 Data Retrieval

At the end of the data-coifection phase, i acvordanee with the mission plan,
the command center loaded the sensor module with instructions to begin what was
called the data-retrieval phase. During that phase. the sensor instruments were off:
the task of the control complex was to retricve the instrument science data previ-
ously stored on board the sensor module. The data-retrieval phase consisted of
ground operations to control plavback ot stored sensor-module instrument data
and record those data at ground tracking sites.

As called tor by the mission plan, sensor module command and control opera-
tions were shifted to the Air Foree Consolidated Space Test Center in Sunnyvale,
Cal., for the data-retrieval nhase. During this phase, the command center at Cape
Canaveral was on standby for contingency command operations, and operators
continued to monitor and evaluate sensor module health, This pericd, approxi-
mately one week in duration, ended when rwo complete dumps of sensor module
instrument science data were recorded at control complex spacecraft tracking sites.

1.3 POST-LAUNCH OPLRATIONS CONTRGIE COMPLEX
1.3.1 Command and Telemetry Sites

[he control complex consisted of a combanation ol worldwide assets of the East-
ern Test Range, the Kenneds Space Center, the ULSL Aar Foree, and the ULSC Army.
Foun spacecratt tracking sites were tsed for conumand uplink and 13 sites were
weed 1o reconer telemetry. Fhe sites, all reasonably Jdose to the equator, provided
optimum eround coverage for support ot command uphnk and telemetry down-
ik operations. The tour command uplink sites, Tocated at Guam (GTS), Hawai
(HWS), Vandenbure (VIS) and the Tedian Occan (HOS), are part of the Air Force
Sarcthre Control Nerwork (AFSCON).

(s
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1.3.2 Nurrowbund and Wideband Duta Bieks

Sensor modute narrow band and wideband data ks are deseribad o Apoandin
Ao The narrow band data e corried devacrequared Bythe comnand cenner 1o ot
cotnands il re mouter scor snodaie contivaranion and health, Wicn G ser o

"

On eorac ke e narrew band sefemienny o tocaned i

rodile s e

refaved o the command correr i read ties The THE - taahny Tocared at €

Canweoral, collecied, and disinbored sorser modale telemerny o the comnne

SUTHLT
Pho retomuoryy sitos aiso waerdod s saachand sooonve daa Qe e dan

coliccnon phase. The wideband daa corasied ot read Tive sacnee data from the
semsor nstrainetiss Fhose daie were recovded at gcround trackmye ates, whan they

werean vies of the sensor moddes and were processed tollonine the misaion. ot

thut wideband Qs UG TRLRI SR AFNNPRTY

operanons and thas were no

1.3.3 0 AFSON Network

Asilfustrated s iz 1—14 AV commuands sent trom the cunmand conrer werg
st o the sensor modute chronel dhe ATSON S Diirmg supporiad passon wier
A uphink IrachIng S was iy of m: oot madules the commmand conrer e
commands i real tme o the Bastorn Bovironmoental Checkout Tacthiy tan AESON
asseny, locared near the conynand conter at Cape Canaveral, From that taal
~ensor modude commands were sentovia the AESON netswork . to the track e <ire.
From the trackine e the conmands were uplinked o thie senser moduate The
nme required tor o commuand o rravel trom the commaind conzer o the serses
module was fess than 2 seconds

Note that all commuands sent trom Cape Canaveral vwere roured throuch the
AFSON Consolidated Space Tost Ceonter (CSTO) Iocared moSanmvale, Call 1o
CSTC facthey transmitred the comumuands o the rackim sie that wos carreoth
mview of the sensor module. Betore cadh supported pass, CSTC estabhished cons-
mand and telemetrs Tinks swath that sites During the passe commands sent from
Cuape Canaveral were then awromatically routed 1o thar sites The CSTO faciliny also
P

[T N . e

CONMCCIC NATTOWDRRIG (GOSN T, Giae s s oy et i

andd cent g

i cantrol comypdey Taciliies of Cape Canmaeral

1.3.4 Other Command Center Facilities

Up o this point, we e deseribed how the woridwrde spacecratt trackinge sives,
tho TREL Vacinty s and the AFSON together \uppur'ul command and telenienn
ltnk~ 1o the command center. We shan now give aover, L. Hi o vy

remaining Cape Canaveral facthues supporied command center operation.

1341 Mission Director Center. -\ facitity called the Misqon Dircaror Cen
terserved as the mission control center Tor the data-collecuon phase ot the mis-
stons Nlisston managers and technical adsisors stationed there assessed all aspects
ol mission opetation. Throueh the operations director, top-level instructions were
setied to the conmmand conter and to cthier control comples tacilivios o coordinate
A eround bosed oper o

Phe Nsvon Deecror € cnrer aanbaincinded AT techimont advivors To supporny

those advisors, commund cnter compiers intertaced tooa namber of ternmals

focated mothe NMession Director Center thae displaved sensor modide telemarny daca
Phe commnd ik b the s o) conter o the sensor module was anigue

P commnaad conter cone conered nor onsbe torahe wenor oo dule, e o o

e Delty 2oesa cndiece conpir e anad rost obears toe Nppendie Ny T s
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whed o contizure Dl 2 overnal cuidance compare Cominands and
command bk o he command center
1.3.4.3  Commund Center Sandia Link,  [The command ceniar aiso providod

dara and tovs obredn displas to s Sand N

dedrvpeed nartowband oien
tonal Laboratory groand suspea facehite, Arcam @ thas taahiny in coneent
rechnical advisors i the Mission Director Center, cvaluated overa!! pertormana

Wit

of the rest objects bulr by tie Sandia National T aboratory, A Kev umes duniny
the mission, decisions were reginred as to the pecessity of sensitise test ohred! coms
Naind aphink operations, Such decisions were based pastiv niclomenny and e

~lavs provided by the commuand center

2. SENSOR MODULE COMMAND CENTER INSTALEATION

Fhe commiand center operations room and the cquipment rooim were ioceiad
i Hangar AO of Cape Canaveral Al Foree Station. They were msiailed onopn
rate tloors, with the operations roone lecnied ahove the equipmoent room. NMisann
operations required statting ot both arcas, and volee Tmhs were required to o
dinate internal command center operation.,

The block diagram of | T 1 chases 2 more detanled functionad breakdow e o
e command center. Detastea mterconnection between imajor commiand conter sub
svatems and the control complon is also shown. The cquipment room housed oo
i center uphnk and dowilink sboyaem equipments, which mcloded conpitas
arnd b clectrical fnrertaces o conrol compley faciliies. The compuiors suppoerod
sernmmals and printess focared mothie operations oo These erminals provided
" operator antertace tor sending uphnk commands and momitotime sensor o
Sle headrh and stavos, The downhnk subssstem, finked 1o the THE -4 taaliny, o
cossed narrowhand teiemerss and provided all capabiliies ro monntor the seiso
miodute. The uplmi subacsaonis inked tothe AFSCN netwann and vie Central € ong
priter Corgpdey, provaded the capabihty 1o pertorm sensor module command ol
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Fig.2-2  Command renter operations room

monror of sensor module health and status. The personal computers provided
speaialized data analvais and graphic displayvs of the tlight processor data compo-
nent of elemetry,

The command center computers also supported three display terminals and a
personal computer located in the Mission Director Center, and a display terminad
tocated i the Sandia National Laboratory tacility. These devices provided tefeme-
try display capabilities identical to those available within the command center.

Fhree terminals and a personal computer in (hic operations room were connect-
vd 1o the uplink subsystem computer. The APLCONM (APL communications lan-
audee) termunal (at the uplink controller locationy, was the only terminal from which
sensor module commands, Delta 2 guidance computer commands, or test object
commands could be sent. Command verification results were also posted to this
rerminal. The other ~erminals and personal computer supported the command center
director, the alerts analvat, and sensor module advisor. They were used to moniter
Central Computer Compey intertace status, to generare updated station alerts, wnd
torun atility programs in support ot uplink planning.

As previously noted, a number of the operations room statt positions included
Fastern Test Range-generated data displavs. Those displays included sensor mod-
ule orbital ground tracks, selecred Delta 2 refemetry. prefaunch countdown events,
and Trve television coverage of control complex facilities (Jaunch pad, Mission Direc-
tor Center, et The displays were usetul to the command center statt in keeping
shregst @b controb complex and mission operations.

2.2 COMMAND CENTER EQUIPMENT ROOM

Fiec cquipment room, which housed the uplink and downlink subsystems hard

ware, mciuded the downlink and uplink MicroVas T computer systems, an unin-

crovptible power sosten, and Sve racks ot intertface and test equipment. The Lavout
ot that roam and the cquipment v shewnon Fig, 230 Again, because of seeurin

constderations, to photooraphs ot the actual taclinn were allowed.
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Fig. 2.3 Command center equipment room.

Phe commuand center also mciuded s own nmimterruptible power system (UPS),
This sestem was rearired because o the power line transients ana outages con
mortly experienced at Cape Canave all T powered all command center equipment.
mciading the terminals and printers located in the operations room. This sysoon,
an Imunclee series 3 had o P AV capacitys and included power conditionmy
and i backup harters pack. The vainterruptable power ssstem isoldted input pow -
er peoarks ons from conumanca cenier equipnnent and. in the event of & compicte

reosc ontag delivered wninterrupted posser for a minimum of 13 minutes. In
cent of long-termy power ontace, the Fastern Test Range maintained on o stand:
ois durine the misston o oackap Jdiesel power vencrator. The mmnterrupnble
e 0T syt operated e e hes comerctal NC pewer or the back -ap generator
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3. UPLINK SUBSYSTEM DESIGN

Ploure 3-1 shows aomore detatled view of the uplink hardyware: For clanny, the
naich panet and swirches wsed o interconnect the various equipent are not shown,
Somie ot the more commonts used test stenal rest paths are indicated oy dashad lines.

Fhe core of the uplink was the NheroVas 1F computer svstem, T mcluded o
TS0 Nbyvie hard disks and a tape transport unit. Uplink sottagre resident i this
computer could renerate, send, and verity commands. The covpmand formatter,
encrypror, and AFSCON formatter equipments tunctioned to mitertace uplink mes-
sages vuput by the computer for transmittal to the sensor module. The echo pro-
ces or, decryptor, AFSCON depacketizer, and bit svoe cquipment. processed the
command echo returned trom the AFSCONL und vertied operation o1 the enne
sround portion of the uplink.

Uplink comimand and command veritication tunctons were implemented i both
hardware and software. A description of Kev uplink tunctions tollows.

Fig. 3-1 Uplink subsystem block diagram.

3.1 COMMAND GENERATION

3. 1.1 APLCOM Operation

Figure 3-2 shows a top-level data flow diagram of the uplink computer software.
For clarite, only the basics are shown. Please reter to Fig. 3-2 as required in the
rollovine discusston, The APTCON software program, resident in the uphink com
puter, provided thz mcans toosend and venty commands o the sensor module.
The proveam, operated viacthe APHCON terminal, wys operator-interactive; vari
ous APTCON fanguage constructs allowed the operator to specity and send com-
mands to the sensor module, The concepts behind APT CON were developed ai
AT some time avo tor sinnla apphcations. N unigue verston of APTCON was

Jesened tor sasor modale command and contirol.
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Fig. 3-2 Uplink software data flow diagram.

Commands were entered by the uplink controller and sent to the sensor module
i the form of a command messave. After entry ot a command message (in API -
COM language notation). APLCON compiled a bit image of the message and
passed it to the uplink hardware tor transmittal to the sensor module. The com-
mand message bit image format is shown in Appendix C. As shown, a command
message consisted of 2 to 100 commands imbedded in overlaying protocol. All com-
mand messages, including those destined for the Delta 2 guidance computer or the
test objects, were packed m this tormat. The commands could be either real time
(i.c., executed immediately when received by the sensor module), or delaved (e,
stared in the sensor module command store memory for execution at a later time).
The process of sending and veritving a <ingle command message typically took 10
to 20 scconds, depending on miessaee length and tvpe.

3.1.2  Runstate Files

Closely associated with APLCON operation was the use of command runstate
files. A runstate was a test tile of APECOM language commands specifyving one
or more command message operations. APT COND was designed 10 aceess a tun-
state file specificd by the operator, and to execnte commands in that tile. A run-
state hasically substituted for operator type-in. The use of ronstate tiles ahowed
for the configuration and tost, prior to laundch, of command messages intended
for porential use during the mission. It adso ereathy mininized the potennial for
operator error. For this mission, abont SO such runstates were precontigured,
thoroughiy tested, and placed i a runstare data base prion 1o launch. N numbet
ol these runstates were used durimyg the mission.
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3.2 COMMAND AUTHENTICATION AND VERIFICATION

In the desten o aospacecratt command facting, the command veritication pro-
coss v alwass o prime coneern. Because ot the nature of RE uplinks. there s al-
wans a smad] probabiliny that bicerroes will occur i the aphink process. Receprion
bythe spaceeratt of bit errors in the command message will generalhy prevenr the
aeattion of one ur more of the commands. Theretore, tor reliable control ot the
spacecratt, the ground uplink desizn must include w nieans o verity command ex-
ceutton. For the Delta 181 mission, because of the extended ground nerwork through
which commands flowed. commaud veritfication and authentication (deseribed be-
Jlonwy were especially critical tunctions, These functions were performed automati-
cally by APLCONMN software: a briet overview s given below.

3.2.1 Authentication Word

In addition to command veritication. the command center maintained and veri-
fied the command authentication word. (The sensor module command system re-
quired that cach command message include the correct authenticaiion word: see
Appendix C)) The command authentication word, as well as encrvption of the up-
fink. were features designed to enhance security of the command link. The authen-
ncation word was a “kev' that allowed the command message to enter the sensor
module command system-the message executed only if the sent authentication word
matched the authentication word internally maintained by the wensor module.

Atter cach command message was sent 1o and accepted by the sensor module,
the authentication word internal 1o the sensor module changed. APLCOM! auto-
matically computed a new matching authentication word. The new authentication
word, after verification in APLCOMI, was saved tor inclusion in the next com-
mand message. Computation of the new authentication word was based on the
value of the authentication word just sent.

3.2.2  Authentication Waord Verification

The change in sensor module authentication word status that occurred as cach
command message was accepted was immediately downlinked in telemetry. API-
COMN! monitored change in status and verified the new authentication word. The
new authentication word, computed by APLCOM algorithm, was veritied if it
matched the authentication word imputed from telemetered status. 1f the new
authentication word could not be veritied, APLCOM reset the authentication word
(1o be packed in the next uplink command message) to its previous value. Failure
o verify the authentication word indicated that the previous command message
was not aceepted and exceuted. In this case the normal procedure followed by the
operator was to simply resend the previous message.

3.2.3  Verification of Command Execution

The new authentication word, whien verified by APLCOM, indicated that the
command message was received and command processing was initiated. To verity
command execution by the sensor module command system. APLCON compared
replicas of the executed commands (which were returned in the narrowband telem-
ctry) with commands sent in the previous command message. In the event the com-
mand message loaded delaved commands into the sensor module command store
memory, the command message was authenticated and verified by APLCON as
previoushy deseribed. In addition, APLCONM commanded the sensor module to
refemeter the contents of stored conumand memory. The delaved commands ~stored
m memony were then veriticd by comparison with an image ol the sent commands.

10
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APLCON compicred the commuand aathanmcation and venhicanion process i fow
seconds Totlow e the transnussion o cach messace. Howevar, active selemetny -
put was requred to dothiss In normal conmand center operation, conmnuands were
not sent during a pass unid relemery mput was tirst derected. o this end. the
semsor madude wis procrateimed fo tarn on the nartowband refenietny cutomati-

cadivowhen iowas over cach relemerry site

3.2.4  End-to-End Command Veritication

Foe APLHCOM command auiheniicanon and veritication provesses described
above veritied execution ot all commands through the sensor module commuand
ssatem They indicared, with high probabihioy, that the transmitted commands were
executed by the respective sensor module subsystem, Delta 2 guidance computer,
oF test object. For complete end-to-end verttication, telemetered status data from
the respective subsastems were examined. For commands executed by sensor mod-
ule subsystems, this was pertormed by the health evaluator and his team. iocated
in the command center operations room Monitoring the appropriate telemetry dis-
play pages, they verified that subsystent siatue was retlective of commands packed
in the previous command message. Tost object commands were verified in a simi-
lar manner wothe Sandia National Laboratory tacitity. The Central Computer Com-
plex facthty . which contigured the Delta 2 commands and accessed Delta 2 relemetry
performed end-1o-end veritication of Delta 2 guidance computer commands.

3.3 INTERFACE TO THE CENTRAL COMPUTER COMPLEX

3.3.1 Delta 2 Guidance Computer Command

For reasons previously noted. Delta 2 cuidance computer commands could not
be precontigured and stored i rthe command runstates data base. These commands
were contigured mnoreal ime and sent 1o the command center from the Central
Computer Complen. As shown in Fig. 322 the uplink computer included sottware
to process input from the Central Computer Complex. When Delta 2 guidance com-
puter commands were received, they were automatically input to APLCOM. APL-
COM converted these commands into a sensor module command message and
outpu the message for transmission to the sensor module. Operator interaction
was required to send the message.

3.3.2 Delta 2 State Vector

The link to the Central Computer Complex also carried other usetul informa-
tion to the command center, which was processed by uplink computer sottware.
Most notable of these data was the Delta 2 state vector periodically computed by
the Central Computer Comples. The command center used the Dela 2 state vee-
tor to compuie updated station alerts (i.c.. the times at which each telemetry site
was in view of the orbiting Delta 2 and sensor module). These were generated by
an alerts program resident in the uplink computer. Alerts were required and used
in overall operations planning. The fatest alerts, accessed by the downlink com-
puter display program, were placed on all elemetry data displays.

3.3.3  Health Message

Because of the nature of the mission, the reliablity and availablity of the inter-
tace link to the Central Computer Complex was a prime coneern. It the opportu-
nity to send Delra 2 giidance computer commands was lost due to link tailure,

these command operations generally could not be “*made up™ at the nest available
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pass. Thus, to enhance the reliablity ot this link, the Central Computer Comple
rransmitted health messages ar 30-second intervals. The intent of the health mes-
sage was to allow the uplink computer to detect link problems well before crucial
Delta 2 uplink operations, o a~ to aliow sutficient time for corrective action. To
detect any link failure, uplink computer software continuously monitored the in-
terface for any loss m health messige activity, Loss of activity implied a link fail-
ure and resulted in appropriate operator notitication.

3.3.4 Interface and Message Form

Data transmissions between the Central Computer Complex and command cen-
ter were carriea over a single RS-232 standard intertace (9600-baud rate, asvn-
chronous character, full duplex). Each message was sent in the form of an ASCII
character text string and involved a “*handshake' operation. The specification of
all message 1vpes and interchange protocol is detailed in Ref. 2.

3.4 COMMAND UPLINK HARDWARE DESIGN FEATURES

To send a command message to the sensor module, the uplink computer packed
the command message into an uplink image as described in Appendix C. Howey-
er, command uplink hardware was required to transform the computer image to
an electrical signal suitable for communication through the AFSCN. In addition,
encryption of the command message was performed in the uplink hardware. This
equipment was made up of the command formatter, the encryptor, and the AFSCN
formatter (Fig. 3-1).

3.4.1 Command Formatter

To send an uplink message, the computer passed an image of the command nies-
sage to the command formatter. Atfter receipt and error check, the command for-
matter propagated the message, in the form of a 1 kb/s command bit sequence,
into the encryptor. (Because of AFSCN transport timing requirements, the accuracy
of the bit rate, set by the command formatter, had to be better than 0.02% of
nominal.) For communication through the AFSCN, the encrypted message was
packed into contiguous AFSCN 48-bit frames by the AFSCN formatter. Sce Ap-
pendix D for a description of the AFSCN format and additional AFSCN interface
detail.

3.4.2 Idle Null Messages

The AFSCN formatter, in addition to formatting the encrypted uplink message,
generated and transmitted ‘‘idle null’’ messages between propagation of uplink mes-
sages. As will be discussed in the following section on verification of the ground
uplink, this allowed command center operators to easily determine the functional
state of the entire ground portion of the uplink at any time.

The ““idle null’” messages, continuously output by the command center between
command messages, also allowed AFSCN equipment to maintain continuous syn-
chronization to the 48-bit AFSCN frames (during each pass). This allowed the
AFSCN to be configured such that no action by AFSCN operators was required
to send or verify individual command messages. The command center output directiy
controlled the RIF uplink modulation at the active uplink station. As described in
Appendix D, “idle null’™ messages resulted in an RF carrier with no uplink com-
mand modulation. When encrypted command messages were sent, they resulted
in 17 and 0 tone modulation of the carrier; this modulation refiected the bit

A N am =
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seqitence seen o the command center encvpror ourput, Toral mansper dela
through the NEPSCON e, the deduy between a b ocenrrm e ar the command cen-
ter encrapror cutput and the resulnmg modulanon on the RE eplinky was between

E7oand Ty seconds,

343 Redundances

For redindancy, o duad set ot cable hoks ciared the commuand moessage from
the commuand center 1o the AFSCON Basrern Vehicle Chechout Faabiy at Cape
Canaveral. Bothv cable ink s were acove ac all times, Nocmally the NESCON 1tacihin
selected the primary hine tor uplink throagh the AFSCOND In thie event of primary
cable Tink tailure, it could switeh over o the backup upiink cubie.

3.5 VERIFICATION OF THE GROUND UPLINK

The uplink subsystem included the capabitiny to verity funcnonality ot the en-
tire portion of the ground upiink, inchiding the AFSCON aseets. This was a4 key
feattre of command center design. Tyvpically, during cach revoluiion ot the in-orbit
sensor module, command uplinking was performed trom more than one uphink
site. The uplink thus was reestablished and veritied @ number of times during cach
orbital period. A means 1o quickiy determine the funciional stanes o the link be-
fore each pass. and take corrective action 1 necessary, was vital 10 maintaining
reliability and availability of the command link. The tollowing paragraphs describe
the design of the command center’s capability to verify the entire ground uplink.

351 Command tcho

In order to perform verification ot the ground uplink, the AFSCN was contigured
1o return to the command center a real-time image of AFSCN command input.
This signal, called the command echo, was derived during supported uplink passes
by detection of RF carrier modilation at the uplink site. The command echos were
received in the identical format ax output 1o the AFSCN. i.e., packed in AFSTN
48 bit frames. The return echo was continuous and included the “idle null™ mes-
sages inserted between command messages. The command center included equip-
ment (Fig. 3-1) to process the command echo. and to verify functionality of the
ground uplink.

3.5.2  Echo Processing

3.5.2.1 Level 1. The command center performed echo processing at two differ-
ent levels. 1he tirst level, referred to as level 1, wovolved only the bic syie and AFSTUN
depacketizer shown i Fig. 3-1. A level 1 cheek was a simple vet powerful test that
could be performed at any time. It required only that the commiand center be
powered and that an echo loopback be connected at some point in the AFSCN.
When powered. the command center continuously sent “*idle null™ messages 1o
the AFSCON, as previousts deseribed. The command echo then consisted of w stream
of “idle null™™ miessages. The depacketizer, which pertformed the inverse tunction
ot the AFSON formatter, continuously monitored the return command echo for
frame synchronization, parity, and message content. I AFSON frame and pariny
was continuoushy maintained. this indicated (with a high probabilityy that the tink
was tunctional through the loapback point. Indicators on the depacketizer frong
panct cave operiators a continuous reading of uplink status. This tesi wias very tse-
ful, as it enabled the uplink 1o be casily checked at any time.
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3.5.2.2 Level 2. The commund center echo provessing equipment also per-
formed a level 2 test that involved a direct check of uplink command messages.
This invoh ed the decrypror and echo processor equipment shown in Fig. 3-1. When
ypaink messdages were sent, the return command echo, atter depacketization, was
decryvpted and compared in the echo processor with the ransmitted command mes-
sage. The echo processor also verttied that these command miessages were puacked
in the correct sensor module format. Lova) 2 resting was used to directly examine,
at the command center, cach uphink message radiated from the uplink shies.

3.5.3 Echo LUtilization

The command echo, trom an operational perspective, was used as tollows. Pri-
or o cach pass, the AFSCON recontigured to establish a command link to the ap-
propriate uphink sire. Generally. about 20 minutes betore the pass, the ink was
established and the command echo was looped back from that site. Command center
operators, emploving both level 1 and level 2 checks, veritied that the command
link was ready to support the pass. In the event a problem was detected, command
¢cho processing then served as a rapid ground fault isolation tool. By successively
looping back from points within the AFSCN and command center, the faulty fa-
cility or equipment was readily determined. Figure 3-2 showy tvpical loopback points
within the AFSCN and command center.

3.5.4 Echo Monitoring

During the pass, command center operators continued to monitor the command
echo. It should be stressed, however, that the RF uplink transmission of cach com-
mand message was not contingent on ground uplink veritication. Commands were
sent and verified by APL.CONMI program software as previously described, The com-
mand echoes were monitored so that, in the event of failure to command, it could
be quickly determined whether the fault was in the ground uplink or the sensor
module. In general, for pre-launch test operations and post-launch mission opera-
tions, command center ground uplink test capabilities provided great insight into
AFSCN performance.
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4. DOWNLINK SUBSYSTEM DESIGN

[he bast tunciion ot the downhink subsysiom was to enabic the command ven-
ctooperating stalt o mwonitor sensor module heahth and perrormance durmg the
daie-coileciion phase ot the msson, To s end, the Tollowsing “otussic™ eleme
by capabiiiies tusuadly tound 1o some degrec i any spacecat comnand and cop-
robcenien) ware provded:

1o Realtone goe o dinng a pass tormarad display and printout ot alb sensor

modude narrowband wlensetry data,

Rear tine linrs tose o selected sensor module narrow band relemerry data

‘s U

Lo of reai- e narronband telemenny data.

and testing.
s Ao e tinh js sheee n

40 A ceess todocged pass relemerry data tor display, printioy
1.

N more deraiad hardware breakdown of the comim

e bies 410 A detled deseription tollows,

| Serror meduie Castarn Tust Operalions
! -

| 300 Support Dary. Bldg AE oM
e L - -~

Fig. 4-1  Downlink subsystem block diagram.

4.1 DISPLAY COMPUTER

The primary cquipment for providing formatted display and printing capability
was the downlink MicroVax H computer (Fig. 4-1). That computer provided te-
femetry display 1o the command center operaitons room, the Mission Director Cen-
ter, and the Sandia National T aboratory facility. The computer also supported
printers focated in the operations room. A menu-driven display program installed
on the computer allowed the operator at cach trerminal to select from a list of precon-
figured display pages. EBach page, in addition to displaving up to 30 telemetered
parameters, included station alerts informacon. From cach terminal, the operator
could sclect a dara page printout at any tinme
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The downhink compater also was connecred w0 poisonad computers i the com-
mand conter operations room and in the M ossion Director Center. These downlink
personal computers were used mainly o crovide spectalized tabular and graphic
displays of sensor module tlight processar G oflowing selected pusses g u
smap’ ot test object location and vefociy iy, Dz cact pass the computer stored
all real-time theght processor data to a dish ties todowing the pass, the stored 1t
processor data could be accessed by the porscnad computers,

The downlink computer also provided i oripui of decommutated telemetry and

time tags to the uplink MicroVax compare oo oo Fohorner finke This relemietry
was required by the uplink computer to pesie oo modale command and mem-
ory verification. The time tags were tsed o ot ke aplink computer clock,

4.2 TEEEMETRY INPUT, DECRYPTION, AND DECOMMUTATION

The TEL -4 facility provided redundans te v sensor module telemetry in-
put to the downlink subsvatemy, The redundani i pats, cach consisting of serial 33-kb
CNGs » v didtd, WeTe concurtently active whotosor relemetry data were avaifable.
The command center downlink could be conticarad 1o use either input.

4.2.1 Telemetry Processing

Figure 4-1 shows the downlink equipment thar processed und imtertaced teleme-
try data to the downlink computer. Telemerry processing consisted ot bit synchroni-
zation, decryption, and decommutation. Bit sy ichronizaton, performed by a DSI
model 7700, was required to extract data and clock intormation trom rhe TEL -4
input signal. The bit synchronized data were decryvpted and input 1o a Loral inodel
ADS-100 decommutator subsystem. The decommutator synchronized to the telem-
atry frame and provided decommutated data to the downlink computer. The basic
decryption unit was a KGX-28 keved to the <onsor module telemetry encryption.

4.2.2  Other Decommuiator Functions

The decommutator performed a number of tunctns in ad lition 1o decommu-
tation and intertace 1o the downlink computer. It provided additional tormatted
data displays and printout capability, data limits checking, and a decrypied data
log. A video monitor unit locaied in the operations room presented decommutater
generated data display pages. The decommutator time-tagged cach received telem-
etry frame, and logged cach telemetry data frame and respective time tag to a digi
tal tape recorder. Logged data could be plaved back and processed in the downlink
computer in the same manner as real-time data.

The data limit featurc of the decommutator atlowed the operator to specify high
and low alarm limits to selected telemetry data parameters. When this test feature
was enabled, received data that exceeded the specitied timits would cause a visual
and audible alarm message 1o be posted. This feature alfowed quick and automat-
ed checks of sensor module health and status during sclected passes during the
mission,

The command center received TRI1G-120-8 time standard input from the East-
ern Test Range. This tme information was input to the Loral decommutator sub-
system 1o set clocks both in the Loral Decommutator and MicroVax computers.,

4.2.3  Encryption/Decryption Pairs
Please note that, for security reasons, it was reguired 1o ““hand ™™ encryption hard-
ware in its mounting racks. Also, these decryprion units did not have any status
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andicarare Thus doetectian dond ropaer o o faaled doc o andd would normadis
Sooa e constntny eperation. Focemain aperationad methe cvent ot o tahae,
e downhink decrepnon eneryprion chassis desten included two decrypiion unns
and o encivpiion unis. The second decnyption unit provided & hot spare in thce
cvent the st decnptor taied Hie was determined a decnypror faled, the aher
nare decnypror couid be swatched in by siniphy toggling o switch, The encrvprors
were meluded tor rapud test and tault olation of the decry ptors, Compurison ot
i |

o docryrnon pan, connected moseries Tor et

.
t
arovided oguick and comvenient oo o owseeriain doerynton functionidin,

4.3 DATA TOG CAPABHIATIES

Inaddizon o the digitad tape recorder used to record decrvpred, tme-tageed
relemetry, dhe downlink also mncluded @ Honevwell analos tape recorder. This recond-
er lozeed enervpred TEHE -4 input. In addinon, the analog recorder logged time,
cierypted uphinh command messagess and the return command echo,

Both tape recorders were used tor operations and Jdova fogging Huring the mis-

con. Msol prior o Tanneh, they were heavily used o command conter test and
t A A

ratl solaton While the command center swas integraied and tested ar APEL G
namber of rpe recordings were made of actual sensor module narrowband telem-
cirv Arer mstallanon ar Cape Canaverad, and prior 1o a number ot erineal con-
sl comploy integration tests, plavhack of cncrvpred telemetry proved espeaalls

ot bor sentving comniand center tunctionahiny
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APPENDIN A
SENSOR MODUTLE COMMAND AND TELEMETRY LINKS

CONMNAND U PHINK

con beos N Torhe wconoe medaie RE aplask carnied comiminds ovecnted

Tt sodhnes Pl e e s ik e unrgue 1 thiat 1 abso carned come
cods doerned toe chie Dot 2 ncnnad casdance computer thule by N Doenneh
Phlocioniss aid o tonr res obgedts B le by oshie Sandia Nanonal T aboratony The
sorsor medalo served as o conauy tor maraal cwedanee computer and test obped
| recars od Pthie sensor modulo were micrproted i the com
woere cithier by execured wathin the wonsor

G aismiied Lo the respectine test abiedt.

ps ot teguenes selections modilanon s

cooencodiiess s SGES companies SGE S s e A Force abbrevige
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Fig- A-1  Uplink command tlow for orbiting sensor module, Delta 2, and test objects

Phe commiand senctire as shown mimimized the overall need tor command
e theht hordwar e and wronmd nphinks, Howevan this approach Jdid place addr
Seaad Burdens oncommand Conter desien and operation. Tist, the command center
oo end commands roorhe mernal sindance compiver and tess objets G adds
son o the sensor maodnfoy I addimon, the command verthication process tor these
addinonad commuands was somawhat more comphicated than venitication of sensor
module conimunds Sensor moduole comutiands, sent by the comoand center suid
cresuted bathic sensor module, were vortied completels within the command cen-

tor Phos s troman operanoned perspective, this swas o relatively stiarehttorsard




T Thet . .

APPLIED PHYSICS LABORATORY

cocesss Howevers the commuand conzer conld vents Deli 2 commands and e
checs Commands o only o hmited deerccs Cotplete endato-ond veritication ot
Those commuands required support trom acihitios and expertise outside the vom
sand centers Operattonally . sending und soritving the execution ot these comimianids
cepred coveny high degree ot coordinatiang berween the command center wund oth-

cooconnal comples taahities.

TEFEMETRY DOWNLINKS

[he orbinmy sensor module and Debra 2 telemetey downlinks are tlhustrated m

Froo A 20 The sersor modude had three telematry links, o nattowband (33 kb
ankoand twowideband (8 Mb ooy linkss The narrowband Hink carried sensor mod
Scdana regquired byorhe command cont oo partorm real time command and mon

conoperations, Itwas recened by contret comples tracking sites and sent m e
dine e the command conters Nuarrow band relemerry was a composite ol sensat
aduie hotseheeping data (eog, temperatires, voltage, and current medasureicnls,
aid sensor module mstrumient statosh seasor module thehs processer data, and
Sadie National T aborators et objecr rolemets s N mator component o b
Srovessor datiwas pesition and velovns inrormation mamtemed by the thehe pro-
cossar ona number o test objedts.

Fhe twowadeband telemetrs Tinks conied saence data generated by the sensos
astruments. Dunng the data-colicction phase of the mission, the wideband dati,
serethinhed over select spacecradt tracking ~sires, was derived e real tme trony the
sensor instruments. Note, however, that the buth of science data generated durn.g
e dara-coilection phase was stored on tape recorders and retrieved on thic vround
At ber time. Durme the data-retrieval phase of the mission, wideband data con
sisted o saenice data plaved back from the on-board recorders. Data trom these
huks were recorded at 12 tracking sites and processed tollowing the misston. Wide
band data were not required by the command center tor real-nme commuand and
control operations,

The sensor module downlinks (in terms of freguency selection, modulanon sty
Tare bt encoding, ereo were alo SGES-compatible. A T3 trackine siies i the
controb complex were SGLS-downlink compatible, and thus were capable of recen
meoand processing sensor module telemetry .

Ihe Delra 2 vehicle had three telemeiry dovwniinks, Data telemetered i these
ks swere received an selected control complex tracking sites and sent in real time
o tactlities Tocated at Cape Canaveral Air borce Station. These links were not i
prif fo the command center: they were processed by MacDonnell Douglas installa-
nons outside the command center. OF special note, however, was the inciusion of
imernal gwdance computer data in Delra 2 telemetry . Real-time inertal cuidance
conmputer data telemetered o the control complea, was used to verity end-to-end
Delta 2 mernal guidance computer commands previousiy sent from the command
IO
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Fig. A-2  Orbiting senser module, tes* objects. and Delta 2 telemetry links.

APPENDIN B—
TELEMETRY AND UPLINK STATION CONTACTS

Fable B-1 Iists control compioy telemetry and uplink contacts wirth the sensor
muadule during the data-colfection phase. At every avaitable opportunity, when a
relemetry site was i view ot the sensor module, narrow band telemetry was returned
ro the command center. Telemetry data vere displaved v order to monitor sensor
module health and status: the deployment and tracking of test objects were also
moniorad ai Key poimts during the mission. The commuand center experienced mul-
tiple contacts during cach orbit of the sensor module, as a result, commead center
operations during thie phase swere contintous and interse.

[he command center, for some orbitg sent command messages from a number
ot uplink sires, The AFSON and command center had 1o rapidhy recontipure and
test the command uplink betore cach of these passes. The abihiy ot the command
center to rapidly verity the eround nplink, as described methe main rext ot this
report, plaved an important role in the overall success of command operations.

Fhe uplink command micossages, as @ bunciion of orbir and uphinb sjre, are given
in Ret, 30 Generally, two tvpes of conmmands were sent, Delta 2 merial guidance
computer commands and sensor modile theht processor communds. As deserit od
i the meaan text, the Delra 2 commands swere confieured m the central compater
comples and sent b the command centers The sensor module theht processor com

mands, contrenred and sent by the command conter, enablea or disabled (Tight pro
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cossat tunctions, These commuands were sent m response 1o contingencies that
ocaurred during the mission. Commuand runstates tor these contingencies were con-
frieured betore Taunch. Also note. at the GTS (Guany) site on the ninth orbir, the
command center uptinked a new Toad 1o the sensor module commuands store mem-
orv. This toad provided delaved commuand instructions 1o the sensor module for
data retrieval operations. Beginning on the tenth orbit, the AFSON began retrenal
of daia plaved back trom on-board recorders,

Wideband telemetry contacts with control comples sites 1~ also shown, Note,
however, that this data was not sent to the command centers it was logged on tape
at these sites and processed following the mission,

Table B-1
Delta 181 telemetry and uplink site sensor module
contacts for the data-collection phase.

Orbit Stte NBOWB O Uphnk

2 USAKA X A\

2 HAW X \

2 HTS \ A\
2 VTS X \ \
2 MIEA \ X\

2 JDIF A\ \

2 ANT X \

2 ASC \ X

3 GTS \ X \
3 LUSAKA N N

3 HAW X X

3 HTS N N
3 VTS N X \
3 MIULA \ X

3 IDIF X X

3 ANT X X

3 ASC A\ X

4 GTS X \ N
4 HAW X

4 HTS X N
4 VTS N X N
S OTS X N N
s HAW N X

N HTS X \
S [0S \ \ \
6 HAW X \

6 H1S X

6 [0S \ X \

)
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Table B-1
Deita 181 telemetry and uphink site sensor module
contacts for the data-collection phase. (cont'd)

- FEANWY 5 \
- HIS \ \
- \\( \

OIS \ \
b USAKA
X ASC \
Y arlsS \ \
Y LSAKA
Y ASC

AFSON begins data retrieval

10 OIS N \ X

Notes: NB - narrowband telemetry contict
WB = wideband telemetry contact
Uplink = command uplink contact

Uplink and telemetry sites:

Air Force Sutellite Control Network (AFSCN)
10S - Indian Ocean Station

GTS - Guam Tracking She

HTS - Hawaii Tracking Site

VTS - Vandenburg Tracking Sire

Goddard STDN Sites

NMILA - Merritt Bland Launch Area
GWAL - Guam

HAW - Hawail

ACN - Ascension Island

Eastern and Western Test Range Sites

JDIF - Johnathon Dickerson [nstrumentation
Facility

ANT - Antigua Island

ASC - Ascension Isiand

VIRS - Vandenburg Tracking Site
LSAKA - LS. Army Kwajalein Atoll
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APPENDIX C—
SENSOR MODULE COMMAND MESSAGE FORMAT

Commands were packed and sent 1o the sensor module in the form ot a com-
mand message. Fach message was a bit sequence organized and formatted as shown
in Fig. C-1. The bit sequence was encrypted and modulated onto the RE uplink
carrier at 1 kbos. A decryptor on board the sensor module recovered the plain text
message. The command message tormat is an artifact ot the sensor module com-
mand svsten; theretore sensor module, Delta 2 inertial cuidance computer, and
test object commands were all packed and encrypied in this same format.

As shown, cach command message included a preamble, an authentication word,
a svne word, a commands field, and a postamble. The commands field was van-
able in length and contained up to 100 commands. Each command mapped into
4 64 bit sub-field. The commands tield was always terminated with an end-of-
message command; thus, the shortest command message alwayvs included at least
two commands. The commands could be either real-time (i.c., exceuted immedi-
ately when received by the sensor module), or delaved (i.e.. stored in the sensor
module commands store memory for execution at a later time). However, a partic-
ular command message could consist of only one type.

At the appropriate AFSCN uplink site, the command message was modulated
(SGLS format) onto the RF uplink carrier. The shortest command message took
approximately 0.6 second to transmit. The longest message (100 commands) took
about 7 seconds. The transmission of each message required only “I'" and **0"
bit modulation ( no ‘‘set’’ bits) on the uplink carricr.

An important aspect of each command message was the inclusion of a 32-bit
authentication word. The sensor module would accept the message and initiate com-
mand execution only if the transmitted authentication word matched the authenti-
cation word maintained in the sensor module command system. When the sensor
module accepted the transmitted authentication word, it processed the command
message and undated its internal authentication word. The value of the updated
authentication word was based on the previous authentication word value. The next
command message sent, in order to be received and processed, had to include the
updated authentication word.

t to 100 commands

A
r
¢ S_ A
Preambte | Authentication | g, Sync Command | C )
2 word y y omman ommand Command Postamble

256 bits 19 bts 160 bits 8 bits 64 bits 64 bits 64 bits 16 bits

(&

)

Fig. C-1  Uplink command message format.
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APPENDIX D—
FORMAT OF COMMAND CENTER OUTPUT TO THE AFSCN

Command messages generated by the sensor medule command center were set
to the orbiting sensor module via the AFSCON. This required that command mes-
sages sent from the command center be packed in the AFSCON 48 bit frame format
as detined in Fig. D-1. In the command center, a component called the AFSCN
formatter packed the command miessage into the AFSCN formar for transmission
through the AFSCNL At the remote uplink site, the inverse formatting process was
performed, i.e., the command bits were “unpacked™ from the 48 bit frames 1o
modulate the uplink carrier at 1 kbrs,

As shown in Fig. D-1, cach 20 bit scgment ot the command message (command
bits) were converted to a 48 bit AFSCN frame consisting of 7 sync bits, a 40 bit
data field, and a parity bit. The 40 bit data field resulted from a di-bit conversion
of the 20 command bits. The conversion process was in real-time and continuous
and the AFSCN formatter output data rate was exactly 4820 times the T kb/s
command bit rate,

The command center AFSCN formatter, between uphink messages, provided an
output of idle null messages (Fig. D-2). For the idle null message, the data field

I \
%(—————————-AFSCN 48 bit data frame—————————

| 7bit ‘ !

sync | 40 bits data “{ 1hit |
word | (26 command bits) : parity |
1 command bit = 2 frame bits
Sync word  Command databits ~ Frame bits Parity
11100610 1 10 Indicates bit parity
0 01 within command bit
nult 00 segment of frame.

set 11 Even parity.

Rati Command data bits 20 1 kb/s Frequency accurate
atio; ————————— =

Frame bits S48 24kpis 10 -N021%
Fig. D-1 AFSCN 48 bit frame format.
i Command uplink message-encrypted __ 3
Commar- = 17, "0" command bits at 1 kb/s ,
——— center

output !
. )

- ~——>1|<~—— idle null message——
|
i

. Uplink message packed into
~—— - ———— -
Idle null message 1 48 bit AFSCN data frames

AR [ (=TT —T1 1
/ ‘ ]/ : /

2 4 kb's

Fig. D-2 Command center output to the AFSCN.

t9
N
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of the 48 bit field consisted of di-bit-converted *‘null’’ bits. Transitions between
the idle null message and the encrypted uplink message was accomplished such that
clock and frame synchronization was maintained. This allowed AFSCN equipment
to maintain continouous synchronization and error check of the command center
output throughout each pass, irrespective of the data content of the 48 bit frames.

AFSCN equipment was configured such that command operation was automatic;
i.e., no AFSCN operator interaction was required to send individual command mes-
sages. The idle null messages resulted in no uplink modulation of the RF carrier
(the RF carrier was on continuously throughout each pass). Uplink messages were
automatically detected by AFSCN equipment and resulted in command message
modulation of the carrier.
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